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Abstract—Advances in cellular technology are a key driver
of the growing automotive Vehicle to Everything (V2X)
market. In V2X communications, information from sensors
and other sources travels via high-bandwidth, low-latency,
high-reliability links, paving the way to fully autonomous
driving and intelligent mobility. With the future adoption
of 5G and beyond (5G&B) networks, V2X is likely to
generate a huge volume of data, which encourages the use
of edge computing and pushes the system to learn the model
locally to support real-time applications. However, the edge
computing paradigm raises concerns about the security and
privacy of local nodes (e.g., vehicles) and the increased risk
of cyberattacks. In this article, we identify open research
questions, key requirements, and potential solutions to
provide cyber resilience in V2X communications.

Index Terms—V2X, Autonomous Vehicles, 5G&B Networks,
Cybersecurity, Collaborative Learning

I. INTRODUCTION

W ith the adoption of connected and autonomous
vehicles, the automotive industry has gone beyond
Vehicle to Everything (V2X) communications that
encapsulates other communications mechanics such as Vehicle-
to-Network (V2N), Vehicle-to-Infrastructure (V2I), and
Vehicle-to-Vehicle (V2V). In V2X, information from sensors
and other sources travels via high-bandwidth, low-latency,
high-reliability links, and is seen to pave the way to fully
autonomous driving. The development of Next-Generation
Networks (NGNs) integrate the functionalities of emerging
technologies such as data-plane programmability, Artificial
Intelligence (Al), 5G&B, and Software-Defined Networking
(SDN) to support V2X communications. NGNs enable
significant advancements in imaging, presence technologies,
and location awareness in V2X and it is to be much more
heterogeneous than their predecessors, and are most likely to
support intelligence services and applications beyond current
mobile use scenarios. However, the increasing adoption of
NGNs in V2X is being generating vast amount of data, which
encourages hackers to threats the security and safety of
connected and autonomous vehicles infrastructure. The hackers
can manipulate data transmission that can weaken real-life
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safety. Also, successful attempts to attacks on communication
and V2X infrastructure can impact all endpoints that potentially
lead to danger of not only drivers lives but become highly
vulnerable to so many more lives. For instance, if an attacker
hacks a car then he/she can hack every car in the infrastructure
because everything connected to each other autonomously from
charging station to power plant that lead to cyber risks to
national infrastructure. All the utilities of infrastructures such
as traffic lights can be exploited by the attacker to mismanage
the traffic of the city. Several automotive and V2X industries,
including Bosch and Continental have already begun focusing
on to drive the V2X cybersecurity market. The
MARKETSANDMARKETS predicated 33.5% CAGR growth
in the global V2X cybersecurity market size (i.e., from USD
659 million in 2020 to USD 2,798 million by 2025).
Consequently, the objective our study to identify the
importance of security and privacy in V2X infrastructure and
build a zero trust and reputation cybersecurity model for
autonomous vehicles in V2X communications. The main
contributions of this article are as follows:

e We identified the key performance affecting cyber
security to assess NGNs, particularly 5G&B
networks in V2X infrastructure.

e  The security and privacy aspects towards 5G&B are
discussed and depicted in V2X environment.

e We design and experimentally analyze a security
scenario of a data exchange model for autonomous
vehicles in V2X communications.

Il. KEY REQUIREMENTS OF NETWORK ARCHITECTURE

The NGNs (i.e., 5G&B) will be the main catalyst for the
realization of the autonomous ecosystem. In V2X
communications, as the automotive industry moves towards
fully autonomous driving, vehicles must communicate with
each other and with road infrastructure. Dealing with the
multitude of information necessary for safe driving is complex,
and ultimately communication between human drivers must be
fully reflected in the future [1-2]. In this section, we identify the
key performance indicators for the assessment of 5G&B
networks as follows:

Ultra-low latency: The network must be designed to provide
ultra-low latency communication that is optimized to handle a
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very large volume of data and to respond to rapidly changing
data in real-time access. The intelligent services and application
of V2X communication such as collaborative autonomous
driving needs ultra-low latency to facilitate real-time control
and management among vehicles and other network utilities
such as traffic lights.

Localization and sensing: The network should be intelligent
to enable high precision localization and sensing services for
V2X communications. Context-aware intelligent networks will
be able to leverage localization and sensing information to
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Fig. 1 Security attacks in V2X communications

Ultra-connectivity: Connectivity will be the critical measure
in the realization of the autonomous ecosystem in 5G&B
networks. Several sensors and cameras in V2X
communications are responsible for knowing the context in the
environment. Increased connectivity will help improve traffic
flow and be an important step on the road to autonomous
driving.

User-centric mobility: When it comes to the autonomous
ecosystem, user preferences will shift more towards
autonomous mobility. The development of autonomous
vehicles in V2X communications should place more emphasis
on individual mobility than on public mobility without human
intervention.

Higher energy efficiency: Energy efficiency is essential to the
long-term network service in V2X communications. The
energy consumption of user terminals will also increase with
the rapid growth of high data throughput. Considering
constraints such as limited size, space and battery capacity,

higher energy efficiency has become a key performance
indicator in 5G&B networks.

I1l. SECURITY AND PRIVACY ISSUES

In this section, we discuss the impediment in V2X
communications in terms of security and privacy aspects
towards 5G&B.

A. Security
In 5G&B networks, V2X communications can be used to
exchange information with other vehicles or traffic

infrastructure. The SAE [4] standard defines six levels of
driving automation for road vehicles, ranging from level 0
without driving automation at all to level 5 with full driving
automation and without a driver. To enable automation from
level 3 onwards, a higher level of computational functionality
and connectivity is required, which, in turn widen the attack



surface and the likelihood of physical and cyber-attacks [5, 6].
As shown in Fig. 1, these attacks consist of the following:
Location tracking:  Applications based on V2X
communications rely more on the exchange of information with
other vehicles or on the traffic infrastructure, which involves
the sharing of the location with other local entities. Attackers
can easily collect and misuse this information to track users.
Spoofing attack: The attacker can provides bogus information
to the vehicles, users, and roadside infrastructures, which can
lead to activities that are detrimental in V2X communications.
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Fig. 2 Privacy issues in V2X communications

Rogue firmware attack: Installing rogue firmware on local
entities is a critical concern for cybersecurity experts. An
adversary can remotely discover an exploitable vulnerability
and deploy malicious firmware from back-end servers.
Malicious Over-the-Air (OTA) firmware updates can lead the
attacker to take remote control of a fleet of vehicles and
adversely affect their expected behaviour [7]. Moreover, a
rogue vehicle in V2X can disrupt road traffic or trigger a
collision by generating and broadcasting fake safety/traffic data
(i.e., wrong traffic prediction information differs from real-
world information) over the NGNs

Jamming/Blocking attack: Such attacks disrupt wireless
networks so that sensors cannot receive messages and local
entities (e.g. vehicles) cannot send or receive V2X messages.
By blinding or blocking the sensors of the local entities in V2X
infrastructure, an attacker can - for example - manipulate an Al
model, feed an algorithm with faulty data or intentionally
provide scarce data and thus decrease the efficiency of
automated decision-making.

B. Privacy

5G&B networks will take us much further towards V2X
communications, which rely on the sharing of large volumes of
often-personal data. It raises an information disclosure issue

given the abundance of personal and sensitive information
stored and used by vehicles or other local entities for decision-
making purposes, including critical data on vehicles. With V2X
comes the responsibility of managing the computing
infrastructure, which processes huge amounts of data and
protecting privacy when collecting sensitive data at the edge.
Currently, there is no way to unambiguously determine when
linked and de-identified local datasets at nodes (e.g.
autonomous vehicles, road side unit, pedestrians etc.) cross the
threshold to become personally identifiable [8]. As shown in
Fig. 2, there are unresolved issues in V2X communications such
as

e How to measure the levels of personal protection
required or provided?

e How to define the thresholds for personally identifiable
information?

e What factors can be used to quantify personally
identifiable information and the level of privacy
protection required?

e What data are users/local entities willing to share and
with whom, in an understandable way?

e When to measure the level of personal information in a
dataset?



e When is an individual reasonably identifiable given rich
contextual environments, personal attributes, spatial and
temporal aspects of data?

These issues suggest that an agreement among stockholders,
policy makers and governing bodies, local authorities, and users
is required to tradeoff between managing privacy with building
the required trust. V2X communications require the new trust
models with updated privacy protection approaches.

IV. CASE STUDY

We present a case study in which we have designed and
conducted an experimental analysis of a data exchange model
for autonomous vehicles in V2X communications. V2X require
incredible data processing capabilities and speeds needed to
mimic the timing of human reflexes. Edge computing will
enable lightning-fast response time because of 5G&B’s promise

Indirect

S m
Y

Ambient Data Collections

¢ Cybersecuricy | 09| Smart Charging
| Model Request Station Tocal
Model Updates

] .
K AR : Smart Traffic
Spoof Wireless AR~ “- . g Light
Compromise
Sensors Onboard Unit
Tndirect Autonomous
Attacks ) Vehicles

Compromise Network| Cybersecurity ’@ )@\ Roadsid Global
Direct | Controller Model Respond N oadside | Model Update
y

Micro Base
Station

o cawcectv Small |

Bogus Information

Direct | Compromise 5G Heterogeneous Network
Roadside Unit  Data
Attacks
\ ,
L4 ' ) ey

of lower latency, ability to offload computing tasks, and better
location awareness. However, when it comes to edge
computing, there are many challenges in terms of network
trustworthiness [9]. For example, an automotive control system
consists of an in-vehicle network that connects all the devices,
monitors the state of the automatic transmission of the vehicle
engine, and manages the sensors inside the vehicle. While
exchanging real-time traffic updates and road hazard
information, which makes driving safer and more efficient, an
attacker can launch attacks such as man-in-the- middle attack,
bogus information attack, DoS, location tracking, malicious
codes, and replay attacks [10]. With autonomous vehicles
comes the responsibility at network architecture level for
managing the computing infrastructure, which processes
massive amounts of data and privacy protection when
collecting sensitive data at the edge [11].
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Fig. 3 Abstract overview of the data exchange model

A. Models

As depicted in Fig. 3, to assess the feasibility and
effectiveness, we have designed prototype for a data exchange
model using collaborative learning that allows the system to
perform processing on the device without sharing its dataset
with an intermediate nodes/server. Such learning pushes data
processing to the network’s edge and enables local nodes to
collaboratively learn a shared model using local data on node
and keeping the data local. In turn, this approach significantly
reduces privacy leakage risks. Federated learning [12] and Split
learning [13] are two collaborative learning models that we
have used which allow for training a model collectively from
various distributed data sources without sharing raw data.
Federated learning is more efficient by increasing the number
of data samples, especially when the number of clients or model
size is small, while split learning is efficient with an increasing
number of clients and highly scalable with a number of model
parameters [14]. Data at local nodes (e.g. vehicles) contains

valuable information and these data become the key to building
a trusted model for autonomous vehicles to provide
personalized services to maximally improve the user experience
in a secure manner via V2X communications.

To assess the feasibility, in this case study, we split the
convolutional neural network (CNN) model into parts i.e. local
node and aggregator edge node parts. Similar to federated
learning, we train the global model in the split learning without
sharing the actual data. We also tried with segments the
networks in split learning and each being trained on a local node
with a segment. Moreover, all the segments at the local nodes
communicate with each other with their hidden states to train
the model as well as preserve the confidentiality of the temporal
relationship between the segments at each local node. However,
this approach has a limitation due to the high mobility of local
nodes in V2X communications. Keeping the potential
requirements of intelligent services and applications in next
generation networks, the high mobility factor is a crucial aspect
in realizing all V2X communications solutions.
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B. Datasets

In this case study, we have used the German Traffic Sign
Recognition Benchmark (GTSRB) dataset [15] to train the
models using federated and split learning in a real world
scenario. The dataset is significantly unbalanced, reflecting the
real world scenario where each client has significant variation
in the number of images to classify for various classes. The
dataset consists of a single-image, multi-class classification
problem with over 40 classes and 50,000 images in total. In
addition, the images are distributed unevenly among these
classes. Fig. 4 shows that the distribution of the images is not
uniform and that the dataset has problems of class imbalance.
There is a huge disparity in the data, e.g., the most well-
represented class (Speed limit 50km/h) contains nearly 2,000
cases, while the least well-represented class (Speed limit
20km/h) has only 200. In addition, the images are substantially
different in terms of contrast and brightness. Humans are unable
to comprehend and categorize some of these signs since they
are in complete darkness. This will be the case with autonomous
vehicles in a real world scenario where each local node will
have its own data and class distribution.

C. Experimental analysis

We have implemented both federated learning and Split
learning models on the GTSRB dataset to assess the feasibility
of the data exchange model in autonomous vehicles. We have
installed Pysyft version 2.9 in Colab notebooks, a Python
library that decouples local dataset from model training. In the
federated learning, we created 20 clients and randomly
distributed the dataset among those clients. Here, we have
assumed that all clients will have all the classes but the
distribution of the number of images will be non-uniform. We
have used PyTorch to create virtual workers where each
workers is considered a client (i.e. local node).

Fig. 5 (a) and (b) show the result of accuracy rate achieved
by both federated leaning and split learning techniques. In Fig.
5 (a), the results indicate that the aggregated model achieved
0.961 accuracy rate in 50 iterations. While the aggregated
model in Split learning achieved 0.976 accuracy rate in 20
iterations, as shown in Fig. 5 (b). We repeated the steps 20 times
to check the accuracy of the result and observed the average
accuracy achieved. Table 1 presents the values of the
parameters in the experimental analysis. We also observed the
accuracy of the GTSTRB dataset using a CNN model without
distributing the dataset and splitting learning model, and
achieved an accuracy rate of 0.984. Based on the our
observation in the case study, we have noticed that the
collaborative learning technique is a feasible solution for
privacy-preserving data exchange in V2X communications
without degrading the accuracy, and sharing or aggregating (at
central node) the data from local nodes.
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D. Discussion

As shown in Table 1, we observed significant changes in
accuracy rates with the variations in epochs, learning rates for
different models. With a smaller number of epochs and an
appropriate learning rate, the CNN model achieved highest
accuracy considering single client and central data store. In
contrast, with the same number of clients, batch size, and
learning rate, the split learning model obtained slightly higher
rate of accuracy than federated learning model. Thus, split
learning model outperforms over both models of CNN and
federated learning. To best of our knowledge, the split learning
approach is limited to CNN and recurrent neural networks
(RNN). When we talk about intelligent services in next-
generation networks, we need to extend existing solutions to
more "unconventional” NNs, such as Transformer Capsule
Networks. Additionally, we can provide solutions with built-in
privacy-preserving technologies such as secure multi-party
computations,  zero-knowledge proofs while sharing
collaborative  learning model parameters in V2X
communications. This research direction will provide new
results and sustainable solutions with focus on security and
privacy in V2X communications.

Table 1: Parameters

No. of | Batch Learning

Model Clients | Size Epochs Rate Accuracy
0.01 0.969
CNN i 10 0.02 0.984
llzic;?:]a:tned 128 50 0.01 0.953
91 20 0.02 0.961
Split 200 0.01 0.958
Learning 0.02 0.976

V. FUTURE IMPACT

V2X communications for the automotive industry are a vital
economic driver in the world. As the entire automotive industry
is moving towards e-mobility and self-driving cars, this work
will play a key role in determining how far we are from the
reality of smart mobility and increase competitiveness of the
sector. In the coming years, the complete evolution of the tech-
driven automotive industry is expected to revolve around
security, safety of the driver, passengers, and vehicles, and this
work provides an idea to build the foundation for stakeholders
working on the future of V2X communications features of the
new-age vehicles. Cyber resilience in V2X communications is
of utmost importance. The system should have the ability to
prepare for, react to and recover from cyber-attacks. However,
security and privacy issues complicate the implementations of
autonomous driving. By using collaborative learning, as a
"user" becomes more dependent on the circumstances of digital
driving, the system becomes more familiar with that user's
locations, behaviors and habits. Exploiting this information is
critical to provide reliable autonomous driving services in V2X
communications. At the same time, unless the use of such
information is strictly controlled, disclosure of a user's
information to unknown sources can lead to identity theft. This
study identifies insightful aspects for future V2X
communications that are worth considering are:

Network node dangers: Connected and autonomous vehicles
are the key nodes within all over the network of V2X. These
key nodes use collaborative learning to smart decision,
including identifying traffic signs, predicting road traffics
efficiently. However, an attacker can hack a node, which can
lead to falsify whole collaborative learning model. Further, the
false model can mislead every node or vehicle in the network.
The traditional wireless node security mechanism, including
malicious node detection, node attestation is not appropriate to
deploy due to unique requirements of V2X network such as
ultra-low latency and ultra-connectivity. Therefore, an
appropriate node security to fully deployment of collaborative
learning and prevent manipulation or falsification.

Ransomware threat: Ransomware can be a potential threat to
autonomous driving service in V2X communications. It can
significantly risk to a data exchange model (i.e., discussed in A)
wherein cyber-criminals can hostage a service provider or a
driver and lock data and systems with the intent of blackmailing
them for a ransom. The risk can significantly halt exchange of
learning data within the entire network which further decrease
in traffic safety. Thus, development of potential solutions and
awareness to prevent from a ransomware attack are the key



envisioned by which trusted exchange of learning data could be
made.

Secure transmission: All the data transmission in V2X
should be encrypted in order to protect privacy and the integrity
of learning data being sent back and forth between the vehicles.
Moreover, all the endpoints and infrastructure, including
drivers and road safety equipment’s should be transparent and
employ defense mechanism that are resistant to potential
security threats. The deployment of blockchain technology
could be envisioned to facilitate a transparent and encrypted
data exchange between the entities in the V2X communication.
It also supports the recording the data transaction and tracking
assets in the V2X network in the form a shared, distributed and
immutable ledger.

Security standardization: The uniform security standards need
to be adopted when implementing autonomous driving services
in V2X communications to tighten the security of connected
and autonomous vehicles. A Self-regulation is not sufficient
and a huge paradigm shift in the security of collaborative
learning is required in the future as everything is connected and
advancement in communication technology with 5G, and one
day 6G.

VI. CONCLUSION

Today's automakers face certain challenges, such as how to
trust the information received by each vehicle; how to achieve
consistent and reliable communications between vehicles, local
base station, infrastructure and network under complex and
arbitrary environmental conditions. V2X communication is a
critical factor in the success of the automotive industry. This
study provided an overview of critical requirements of the
network architecture, discussed the open security and privacy
issues in V2X communications. Based on the case study, we
observed that using collaborative learning techniques could be
potential solution to build secure and privacy-preserving data
exchange model in V2X communications. In the future, we will
explore collaborative learning to quantify privacy issues in
V2X communications in more detail. In addition, we will also
explore how cutting-edge technologies such as Blockchain,
Software-defined Networking (SDN) can be integrated with
collaborative learning to provide a robust, trustable and cyber-
resilient platform in V2X communications.
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